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Configuring a Firewall on an SMG
via Expert View
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Figure 1: The SMG start page
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|§| Advanced

M Certificates

M Connection Monitor
M Diagnostics

M License Keys

B Remote Diagnostics
M Set Date & Time

M Set Password

M Test CostWatch

@( Service Managed Gateway "

Start Page | Status | Advanced | Help

This section enables you to conduct certain tests and perform some rmore detailed configuration. Please refer to the User Guide
before making any changes in this area.

Certificates “iew security cedificates
Connection Monitor Test your connection
Diagnostics Check up on your Serice Managed Gateway
License Key ‘“iew information about your license keys
Remote Diagnostics Allow a remote engineer to service your Service Managed Gateway
Set Date & Time Change the Serice Managed Gateway's internal date and time settings

Set Password Change the passwords and access rights for your Service Managed Gateway

M Expert View Test CostWatch  Test your email notification service
M Reload
W Start Page Expert View Complete access to the full configuration of your Service Managed Gateway
Reload Restart your Serice Managed Gateway to allow any changes to take effect
Figure 2: The advanced menu showing expert view
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Security System

Allow Remote Logins |ves v
Firewall Enabled no ¥

[ Update H Delete ]

Figure 3: The security system page

( 1
# H# Set secu_rity WAN
$ ## Connection enabled
/ $
0
(# + # Set filter Firewall
; enabled
0

Table 1: The security system fields and their descr  iptions
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3 performance 25
5 e Firewall Filters
3 pppoe
] provisioning - -
3 scheduler Anti-spoofing no v
3 seripts Block Broadcast Sources |no v
EJSE“”“"' Block Directed Broadcasts no v
& syst ) _
s Block lllegal Pings o B
___-|]J local passwords =
Z| userlimits Block NetBIOS Traffic no ¥
[ access control Block WINS Traffic na "_.
= firewall Protect Interfaces P
|; firewall filters
| firewall events
J firewall log l Update H Delete ]
J firewall services
Figure 4: The firewall filters page
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/ 9& Set filter Firewall
, 0 9& Anti Spoof enabled
& # &1
# & #
/ 4 1 #
Set filter Firewall
121 0 6 1 # Broadcast Sources
enabled
&# # # &1
# & #
/ 4 1# #
#
12 0 6 1# # Set filter Firewall
1 # Broadcasts enabled
# & &1 #
& # (
/ 5 & 1
) & &1 * Set filter Firewall
12 3 0 0 & &1 Large Pings enabled
4 1
/ 5 D #
&1
& # Set filter Firewall
1 2014 0 0 ; # Netbios enabled
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| &1 & #
# ; <
/ & ;<
& #
0 0 ;< Set filter Firewall
1 250 & # WINS enabled
"8 50"
#; #, &
& (1 &
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$
/ + ( (
Set filter Firewall
0 0 ( Protect Interfaces
3 enabled
Table 2: The firewall filters fields and their desc  riptions
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Firewall Services
Block All Qut no ¥
Block All In no W
Allow HTTP Out no v
Allow HTTP In no v
HTTP Server IP Address |0 I 0 0
Allow HTTPS Out no v
Allow HTTPS In no
HTTPS Server IP Address |0 I 0 0
Allow Telnet Out no
Allow Telnet In no
Telnet IP Address 0 I 0 0
Allow FTP Qut no
Allow FTF In no v
FTP Server IP Address 0 I 0 0
Allow SMTPF Cut no v
Allow SMTP In no v
SMTPF Server IP Address |0 I 0 0
Allow POP3 Out no v
Allow POP3 In no
POP3 Server IP Address |0 I 0 0
Allow IMAFP Out no v
Allow IMAP In no v
IMAP Server IP Address |0 I 0 0
Allow Pings no W
Figure 5: The firewall services page
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41 Set filter Firewall
12 4 1 Block All Out enabled
<#
4 1 $
41 $ Set filter Firewall
12 Block All In enabled
=5
1
0 ="5
1
=""5
Set filter Firewall
#6 34 1 HTTP Out enabled
=5
0 ="5
$
1
=5
$ Set filter Firewall
#6 3 1 HTTP In enabled
5 ##
63 $ 3 # Set filter Firewall
HTTP In Address
="5
1
0 ="5
1
=""5
Set filter Firewall
#6 3 4 1 HTTPS Out enabled
=5
0 ="5
$
1
=5
$ Set filter Firewall
#6 3 1 HTTPS In enabled
5 ##
63 $ 3 # Set filter Firewall
HTTPS In Address
1
0 Set filter Firewall
# 4 telnet Out enabled
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## $
&
1
/ 0 $
& #5
HH#
0 Set filter Firewall
# $ telnet In enabled
& 5 ##
$ " # Set filter Firewall
3 +$ # telnet In Address
$ +"5
1
/ 0 +"5
0 Set filter Firewall
#(34 +'"5 FTP Out enabled
$ +"5
&
1 3 & #
5 ## +"5 Ot
#
/ 0 $
& #5
HH#
0 Set filter Firewall
#(3 $ FTP In enabled
& 5 ##
(3 $ 3 $ +'5 #+$ Set filter Firewall
# FTP In Address
$ "5
1
/ 0 "5
0 Set filter Firewall
# 34 "5 SMTP Out enabled
$ "5
&
1
/ 0 $ 5
0 Set filter Firewall
# 3 $ "5 SMTP In enabled
3 % 3 & 5 ## Set filter Firewall
$ "5 # SMTP In Address
$ 5>5
/ 0 555
0 Set filter Firewall
#343 4 5>5 POP3 Out enabled
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$ 5>5
&
1
/ 0 $ 5>5
0 Set filter Firewall
# 343 $ 5>5 POP3 In enabled
# & 5
343 $ 3 #t $ 555 Set filter Firewall
#+$ # POP3 In Address
##¢ 3 05
1
/ 0 05
0 Set filter Firewall
# 3 05 IMAP Out enabled
$ 05
& Set filter Firewall
# 3 1 IMAP In enabled
& 5 ##
3% 3 $ 05 # Set filter Firewall
+ $ # IMAP In Address
$ & #
! 0 & Set filter Firewall
#3 0 & Regular Pings enabled
Table 3: The firewall services fields and their des  criptions
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a operations
8 status Firewall Log
& performance
3 scheduler
3 file transfers -
' v 1
23 troubleshooting Display | Last 20 entries Search Download log
™ connection monitar 812 Jan-06-2004 20:12:23 T ech-1 UDP  Bloek A1l out  192.168.0.100:123->207.46.197.
M LED panel 513 Jan-06-2004 20:30:29 T eth-1 UDF Elock A1l out  0.0.0.0:1024-»0.0.0.0:53 len=2
M. ; 814 Jan-06-2004 20:38:51 T eth-1 UDF Block A1l out  0.0.0.0:1024-»0.0.0.0:53 <4> 1
race analyzer. 815 Jan-06-2004 20:39:01 T eth-1 DDP  Block A1l out  0.0.0.0:1024->0.0.0.0:53 <4 ]
O3 advanced operations 516 Jan-06-2004 20:39:05 T eth-1 UPPF Block ALl out  0.0.0.0:1024->0.0.0.0:53 len=g
(23 configuration 817 Jan-06-2004 21:12:23 T eth-1 UDF Block ALl out  192.168.0.100:123->207.46.197.
2 events 818 Jan-06-2004 21:15:39 R ech-1 TCP !IPAT Flow 74.125.79.100:80->192 .1658.0. 10
3 firawall 519 Jan-06-2004 21:15:43 R eth-1 TCP !IPAT Flow 74,125.79.100:50->192 . 165.0.10)
frewall log viewer 8z0 Jan-06-2004 21:15:48 R eth-1 TCF !IFALT Flow 74.125.79.100:80->192.168.0.10)
B 821 Jan-06-2004 21:49:22 R ech-1 TCP !IPAT Flow 74.125.79.102:80->192 .168.0. 10
U tesis 822 Jan-06-2004 21:49:27 R eth-1 TCP !IPAT Flow 74.125.79.102:80-»>192 .168.0. 10
2 date and time gz3 Jan-06-2004 21:49:31 R eth-1 TCP !IPAT Flow 74.125.79,102:80->192.165.0. 10
= reload T Ten-06-Z004 ZZtiZt T eth-1 UDP Eloek AIL out  10Z.168.0.100:1Z3-5>207.46.10
= logout 825 Jan-06-2004 22:13:53 T eth-1 UDP Block A1l out  0.0.0.0:1024-30.0.0.0:53 len=p
526 Jan-06-2004 2Z:14:02 T eth-1 UDF Elock A1l out  0.0,0.0:1024-»0.0.0.0:53 <4> |l
527 Jan-06-2004 22:14:03 T eth-1 UDF  Bloek A11 out  0.0.0.0:1024-»0.0.0.0:53 <3> ]I
828 Jan-06-2004 22:51:04 R ech-1 TCP !IPAT Flow 74.125.77.100:80->192 .165.0. 10
529 Jan-06-2004 22:51:08 R eth-1 TCF !IFAT Flow 74,125.77.100:50->192 . 165.0.10)
830 Jan-06-2004 22:51:10 R eth-1 TCF !IFALT Flow 74.125.77.100:80->192 .1658.0. 10)
831 Jan-06-2004 23:12:24 T ech-1 UDP  Bloek A1l out  192.1685.0.100:123->207.46.197.
Figure 6: The firewall log page
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{= Trace Analyzer - Windows Internet Explorer provided by Yahoo!

£ | http://10. 1,246, 246 /ga-tran.arp b

e [ lipcp [liep [ lpep CUSTOM EVENTS

SELECT.. |

] ons Proxy [ ]apsL [ ]anLs [ rrEwaLL

There are no entries to display I

Event Filter
Start Trace ] ’ Stop Trace ] ’ Clear Trace ] ’ Capture trace info.. ] ’ Custom Settings.. ] ’ Close ]
Done @ Internet H100% -
Figure 7: The trace analyzer
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Figure 8: Captured events in the trace analyser win ~ dow
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Table 4: The command line tracing syntax and their descriptions
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Command line: show firelog

Block
Block
Block
Block
Block

NHetbios
1 Flow
Block Wi
Block
Block

R e e

R
R
R
R
R
R
R
R
R
R
R
R
R
R
R
R
R

Block Direct

Figure 9: Output from the command line show firelog
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