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1: About this document

1 About this document

This document describes how to configure the Service Managed Gateway (SMG) for
Routing Information Protocol (RIP).

1.1 Scope

This document explains how to:
= Configure the SMG for RIP

= Utilise the diagnostic and trace analyzer tools in the SMG

1.2 Readership

This document is for engineers who have previous experience configuring and managing
networks.

1.3 More information

For more information about managing the SMG, read the Service Managed Gateway
documentation. The current documentation is available online at
http://virtualaccess.com/smgdocs/

1.4 Terminology

SLA Service Level Agreement

SMG Service Managed Gateway

RIP Routing Information Protocol

IGP Interior Gateway Protocol

PC Personal Computer

SNMP Simple Network Management Protocol
HTTP Hyper Text Transfer Protocol

IP Internet Protocol

TCP Transmission Control Protocol

Eth-0 SMG Ethernet Interface number 0

SYN TCP synchronise sequence number flag
MMS Maximum Segment Size

TTL Time to Live
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2: Introduction

2 Introduction

The Routing Information Protocol (RIP) is a dynamic routing algorithm used on IP-based
Internet networks. The Internet is a network of hosts interconnected via gateways.
Generally, hosts and gateways are presented with IP datagrams addressed to a host.

In general, the term ‘packet’ applies to any message formatted as a packet, while the
term datagram is generally reserved for packets of an ‘unreliable’ service. A ‘reliable’
service is one that notifies the user if delivery fails, while an ‘unreliable’ one does not
notify the user if delivery fails.

Routing is the method by which the host or gateway decides where to send the
datagram. A routing protocol supply’s the information required to do the routing.

A distance-vector routing algorithm is used by RIP to assist in maintaining network
convergence. It uses a metric or *hop’ count as the primary routing criteria. Each route is
advertised with the number of hops a datagram would take to reach the destination
network. The maximum metric for RIP is 15. This limits the size of the network that RIP
can support. Smaller metrics are more efficient-based on the cost associated with each
metric.

RIP protocol is most useful as an ‘Interior Gateway Protocol’ (IGP). An IGP refers to the
routing protocol used within a single autonomous system. There may be a number of
autonomous systems, using different routing protocols, combined together to form a
large network.

2.1 How does the SMG implement RIP?

¢ The router supports RIP for dynamic management of IP routing tables.
e RIP eliminates the need to establish static IP routing tables.
RIP configuration composes of two parts:

1. System-wide configuration commands that apply to all interfaces where RIP is

enabled.
2. Interface-specific commands to allow for different RIP behaviour for different
interfaces.
How to Configure RIP on an SMG © Virtual Access Ltd.
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3: Configuring the SMG

3 Configuring the SMG

The Service Managed Gateway (SMG) contains an internal web server that is used to
configure the SMG. Before you can access the internal web server and start the SMG
configuration, you must ensure that your PC has the correct networking set up.

To enable and configure connections on your SMG, the gateway must be correctly
installed, and a valid service must be configured on it.

When your Service Managed Gateway is correctly connected to your PC, type fast.start
into the URL line of your browser to display the Start page.

- - . .
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Service Managed Gateway
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Figure 1: The SMG start page

If a login page appears type in the login password you received from your administrator.
If you have not received a password, contact the Virtual Access Support team.

Access the Fast Start Wizard by clicking the Fast.Start icon on the Start page of the
embedded web.

The Fast Start Wizard will guide you through a series of forms that you must complete to
configure your SMG.

3.1 Configuring RIP on the SMG

To configure RIP, on the SMG Start page, click Advanced. The Advanced menu appears.
In the left-hand menu, click Expert View.

How to Configure RIP on an SMG © Virtual Access Ltd.
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3.1.1

3: Configuring the SMG

@Advanced

M Certificates

B Connection Monitor
M Diagnostics

M License Keys

M Remote Diagnostics
M Set Date & Time

W Set Passworid

H Test CostWatch

M Expert View
M Reload

M Start Page

@( Service Managed Gateway '

Thig section enables you to conduct certain tests and perform some maore detailed configuration. Please refer to the User Guide

Start Page | Status | Advanced | Help

before making any changes in this area

Certificates
Connection Monitor
Diagnostics
License Key
Remote Diagnostics
Set Date & Time
Set Password

Test CostWatch

Expert View
Reload

Wiew security certificates

Test your connection

Check up on your Senice Managed Gateway

iew information about your license keys

Allow a remote engineer to sewvice your Service Managed Gateway

Change the Service Managed Gateway's internal date and time settings
Change the passwords and access rights for your Service Managed Gateway
Test your email notification service

Complete access to the full configuration of your Sewvice Managed Gateway
Restart your Service Managed Gateway to allow any changes to take effect

Figure 2: The Advanced menu showing Expert View

Configure the RIP IP system

The IP system RIP configuration pages allow configuration that applies to all interfaces
that have RIP enabled.

In the Expert View menu, select System -> IP -> system. The System page appears.

To view the advanced options, click Advanced. The advanced options are in red.
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3: Configuring the SMG

_|JJ saflc rodtes
A address translatior

A advanced configuraion |P System
; flazh d rectary listing
_Z vEISIOF Intormation
; cu-rint boot ctalus
= saveconiguratian Default TTL a
___'_' set boot canfiyuration Reassemhly Timeout 5 sacs
= aysterr
3 wyslerninvenlury RIP Enabled yes W
I T RIP Spoof Enabled no
[ rlackbox RIP TTL o
3 eal higlory
3 contentfitering RIP Response Interval 30 Sprs
- cialup RIP Route Aging Timeout 3 mins
L ciffzery
£ etheret RIP Next Hop Zero Enabled no W
g FuEnts TCP AdjustMSS —
Tiiters
£ frama ralay TCP 3YN Retry Count 10
g il TCP Retransmission Timeout |3000 ms
£y :ﬁmp TCP Keepalive Timeout 7200 | socs
| sesem TCP Keepalive Interval 15 S0
J riafant mte

Management Address Enabled no

Management IP Address

a 0 0 0

J Systam

J taste | Upcate | Delete | | Standarc

A tpass

Figure 3: The advanced IP system page

Field Description Command Line
Default TTL Not available to RIP.
Reassembly Not available to RIP.
Timeout

RIP Enabled

Enables or disables RIP. When enabled, RIP
provides automatic routing by requesting
each router’s table and building routes based
on the responses.

Periodic updates are sent by RIP routers to
ensure that neighbouring RIP routers are up
to date.

yes | Enables RIP.

no Disables RIP.

Set IP System RIP
Enabled =

RIP Spoof
Enabled

RIP spoofing periodically broadcasts network
information even if routingor service tables
are unchanged.

Enables or disables RIP spoofing.

yes | Enables RIP spoofing.

no Disables RIP spoofing.

Set IP System Rip
Spoof Enabled =

RIP TTL

When RIP Enabled is set to Yes, enter the

upper bound on the TTL (Time to Live) of all
RIP messages generated by the device. The
TTL is reduced at the points along the route

Set IP System Rip TTL
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3: Configuring the SMG

where it is processed. If the TTL reaches zero
before the datagram reaches its destination,
the datagram is discarded.

Minimum | 1
Value

Default 64
Value

Maximum | 64
Value

Units Hops

RIP Response
Interval

RIP response interval is the length of time in
seconds between successive periodic RIP
response message broadcasts. This option is
used when sending RIP messages and is only
supported when RIP Enabled is set to Yes.

Minimum | 15
Value

Default 30
Value

Maximum | 65535
Value

Units Seconds

Set IP System RIP
Response Interval =

RIP Route Aging
Timeout

The length of time, in minutes, the system
allows for learning a route via RIP. When this
value is exceeded the destination is marked
as unreachable. The metric set to 16. This
option is used when sending RIP messages.

Minimum | 1
Value

Default 3
Value

Maximum | 1080
Value

Units Minutes

Set IP System RIP
Route Aging Timeout =

RIP Next Hop
Zero Enabled

Defines whether to set the next hop field in

all RIP routes be 0.0.0.0 or to the outbound
interface address which the RIP broadcast is
transmitted on. Some third party equipment
require this field to be 0.0.0.0.

Yes Set the next hop field to
0.0.0.0 in all RIP routes

No Set the next hop field in all
RIP routes to the outbound
port address (default)

Set IP System RIP
Next Hop Zero Enabled

TCP Adjust MMS

Not available to RIP.

TCP SYN Retry
Count

Not available to RIP.

TCP Not available to RIP.

Retransmission

Timeout

TCP Keepalive Not available to RIP.

Timeout

TCP Keepalive Not available to RIP.

Interval

Management Not available to RIP. Set IP System

Address Enabled

If Management Address is enabled it will be

Management Address

How to Configure RIP on an SMG
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3.1.2

3: Configuring the SMG

sent in the RIP routes that are advertised
even though it does not appear in the SMG
routing table.

Enabled =

Management IP
Address

Not available to RIP.

Set IP System
Management Address =

Table 1: IP system fields and their descriptions

Configure RIP on an interface

To ensure specific interface configurations can take affect, you must have enabled RIP at
the IP -> System level. For more information, read section 3.1.1.

Each IP interface can be configured to use RIP. To access the different interfaces on the
SMG, select Expert Menu -> interfaces. The interfaces folder contains the various
interfaces available for configuration.

3 interfaces
3 eth-0 (Private LAN)
[ eth-1 (none)
[ eth-2 (DMZ Lam)
[ eth-3 pwireless LAM)
[ ppp-1 (My ADSL connection)
3 ppp-2 (none)
3 ppp-3 (none)
3 ppp-4 (hone)
3 ppp-5 fhoned
3 ppp-6 (none)
3 ppR-¥ (none)
@ ppp-8 (none)
3 frlink-1 {IDSL connection)
[ frlink-2 fnone)
3 bridge-1 {nane)
[ bridge-2 (hone)
@ hridge-3 (none)
3 hridoe-4 (nane)
3 hridge-5 {nane)
3 hridge-6 (nane)
[ bridge-7 (hone)
3 hridge-8 (none)
3 are-1 {none)
3 gre-2 (naone)
3 gre-3 {nane)
3 gre-4 (none)
3 are-a (none)
@ are-6 (none)
3 gre-7 (nane)
3 gre-8 (nane)
3 modem-0
[ seriako
[ adsl-0

Figure 4: A list of interfaces in the interfaces folder
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3: Configuring the SMG

To access the RIP configuration page, select <interface> -> ip -> rip. The IP interface
page appears. To view the advanced options, click Advanced.

3 interfaces “IP Interface RIP on eth-0
22 eth-0 (Private LAN)
J inventory
J access control send R t
| bootp end Requests yes ¥
L2 call quality recording Periodic Updates Enabled yes ¥
| transmit pacing Triggered Updates Enabled no v
2 wan interface
2 ip Learn Host Routes yes ¥
J i Learn Default Route yes ¥
ﬂ :Evz Learn Default Route Metric Override |1
j arp Send Responses yes v
J rarp Announce Host Routes yes v
2| firewall log
0 address translation Announce Default Routes yes ¥
12 spanning tree Announce Static Routes no
& etn-1 (noney Announce Route Metric Delta 0
(23 eth-2 (DMZ Lan) Solit Hori
[0 eth-3 (wireless LAN) plit Horizon yes v
g ppp-1 My ADSL connection) Poison Reverse yes ¥
pRR-2 (none)
3 ppp-3 tnong) Route Hold-Down no ¥
3 ppp-4 mone) Summarize Routes yes

2 pRp-a (none)
2 pRp-f (none)
23 ppp-7 (none
23 ppp-8 (none

Advertise Interface List

[ Update ][ Delete ] [ Standard ]

Figure 5: The IP interface RIP on eth-0 page, where <interfaces is eth-0

Field Description Command Line

Set IP Interface RIP

Send Requests

Enable or disable sending RIP requests for
routing tables on the selected interface. A
request is used to ask for a response
containing all or part of a router's routing
table. Requests are sent as broadcasts (RIP1)
or multicasts (RIPv2) by routers which have
just become active.

Yes | Send RIP requests
No Do not send RIP requests

Send Request Enabled

Periodic Updates
Enabled

Enable or disable RIP from performing a
periodic routing table update for the selected
interface.

Yes | Enable periodic updates
No Disable periodic updates

Set IP Interface RIP
Periodic Updates
Enabled =

Triggered
Updates Enabled

Enable or disable RIP updating the routing
table when events occur. Events such as new
routes advertised or metric changes would
typically trigger RIP to update routes.

Yes | Enable triggered updates
No Disable triggered updates

Set IP Interface RIP
Triggered Updates
Enabled =

Learn Host
Routes

Enable or disable learning IP host routes on
the selected interface. Routes that have been
learned are stored in the routing table.

Set IP Interface RIP
Learn Host Route
Enabled =

How to Configure RIP on an SMG
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3: Configuring the SMG

Yes | Learn host routes

No Disable learning host routes

Learn Default
Route

Allow the SMG to learn a default route from
RIP responses.

Yes | Learn default route

No Disable learning default route

Set IP Interface RIP
Learn Default Route
Enable =

Learn Default
Route Metric
Override

Enter the number of hops (metric) from 1 to
15. When a RIP message is routed out the
default route, the number of hops entered in
this field overrides the number of hops in the
original RIP message.

Minimum Value 1
Default Value 1
Maximum Value 15
Units Hops

Set IP Interface RIP
Default Route Metric
Override =

Send Responses

Enable or disable sending RIP responses to
RIP requests for routing tables on the
selected interface. The router uses responses
to send regular updates (unsolicited
response) and also triggered updates caused
by a route change.

Yes | Allow interface to send responses.

No Set the next hop field in all RIP
routes to the outbound port address
(default)

Set IP Interface RIP
Send Response Enabled

Announce Host
Routes

Allows any host routes stored in the routing
table to be propagated within RIP responses.
Host routes are routes to a specific
internetwork address i.e. network address
and host address.

Yes | Allow host routes in RIP responses

No Do not include host routes in RIP
responses

Set IP Interface RIP
Announce Host Route
Enabled =

Announce Default
Routes

Enables or disables including the RIP Default
Route in RIP announcements.

Yes | Include default route in
announcements

No Do not include default route in
announcements

Set IP Interface RIP
Announce Default
Route Enabled =

Announce Static
Routes

Enables or disables announcing static routes,
including the static IP routes in RIP
announcements.

Yes Enable static route announcing for

this interface

No Disable static route announcing for
this interface (default)

Set IP Interface RIP
Announce Static Route
Enabled =

Announce Route
Metric Delta

Defines a value which will be added to the
metric of each routing entry sent in a RIP
response on an interface. This feature can be
used to increase the metric of each route and
therefore make the route less attractive to
neighbouring routers.

Minimum Value 0
Default Value 0
Maximum Value 14

Set IP Interface RIP
Transmit Metric
Override =

How to Configure RIP on an SMG
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3: Configuring the SMG

Units Hops

Split Horizon

Split Horizon is a scheme for avoiding
problems caused by including routes in
updates sent to the gateway from which they
were learned. The ‘simple split horizon’
scheme omits routes learned from one
neighbour in updates sent to that neighbour.

Yes Enables the split horizon algorithm
on the selected interface.

No Disables the split horizon algorithm
on the selected interface.

Set IP Interface RIP
Split Horizon Enabled

Poison Reverse

‘Split horizon with poisoned reverse’ includes

the routes in updates, but sets their metrics

to infinity (16). The router sends updates

with unreachable hop counts back to the

sender for every route received to help
revent routing loops.

Yes Enables the split horizon with
poisoned reverse algorithm on the
selected interface.

No Disables the split horizon with
poisoned reverse algorithm on the
selected interface.

Set IP Interface RIP
Poison Reverse
Enabled =

Route Hold-down

When enabled is set to ‘yes’, an aged route
cannot be ‘refreshed’ to a non-aged status
but instead must be deleted and relearned,
thus enhancing the stability of the RIP
topology in the presence of transients.

Yes Enables locking aged routes
learned from RIP messages on the
selected interface.

No Disables locking aged routes
learned from RIP messages on the
selected interface.

Set IP Interface RIP
Route Holddown
Enabled =

Summarize

Route Summarization consists of announcing

Set IP Interface RIP

Routes only the parent network address of IP Summarize Route
subnetworks to other IP networks. Enabled =
Yes Enables control for generating
route summaries in RIP responses
sent out the selected interface
No Disables control for generating
route summaries in RIP responses
sent out the selected interface
Advertise Defines a list of interfaces that will be Set IP Interface RIP

Interface List

advertised in the RIP responses. No list entry
means all enabled interfaces will be included.
Specifying entries in the list limits the routes
in the SMG RIP announcements to the
interfaces in the list.

Separate interface list entries with a comma.
For example, to advertise ‘eth-0 and ppp-1’
set IP interface RIP advertise list entries eth-
0, ppp-1.

Minimum Value 0

Default Value Unspecified

Maximum Value | 199

Units String

Advertise List
Entries =

How to Configure RIP on an SMG
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3.1.3

3: Configuring the SMG

Table 2: IP Interface RIP system fields and their descriptions

Configure RIP version 2 on an interface
To ensure specific interface configurations can take affect, you must have enabled RIP at
the IP -> System level. For more information, read section 3.1.1.

RIP version 2 shares the same basic algorithms as RIP version 1 but it supports a further

three features:
e Subnet masks

¢ Authentication
e Next hop field
RIP version 2 also supports the sending of periodic and triggered updates.

To access the RIP version 2 configuration page, from the Expert View menu select
interfaces -> <interface> -> ip -> ripv2.

A interfares ~|P Interface RIPv2 on eth-0
2 eth-0 (Private LAM)
J imventany
z trol
oo Send Type RIPICOMP ¥
= rall quality recnrding Receive Type RIPv1 and RIPv2
2| fransmit pacing Authentication no v
2| wlan interfacz
a ip Password YIIIIIL]
J i Password Confirm escccsee

_Z| rip
= ripvz Learn Sender IP Address|yes v
| am
2| rarp [ Updale ” Delele ]
| firewsall log
Figure 6: IP Interface RIPv2 on eth-0 page, where <interface> is eth-0
Field Description Command Line
Send Type Allows you to choose the send mode for the Set IP Interface
elected interface. This configures which RIPvZ Send Type =
version of RIP will be set in the SMG RIP
responses.
RIPv1 is sent as a broadcast address
255.255.255.255.
RIPv2 is sent as a multicast address
224.0.0.9.
do not send | Disables sending all RIP
messages.
RIPv1 Sends only RIP version 1
messages.
RIPv1COMP | Sends RIP version 1 and
RIP version 2 messages.
RIPv2 Sends only RIP version 2
messages.
Receive Type Allows you to choose the receive mode for Set IP Interface
RIPv2 Receive Type =
How to Configure RIP on an SMG © Virtual Access Ltd.

Issue: 1.0 Page 13 of 17




3: Configuring the SMG

the elected interface. This will set which
version of RIP the SMG will accept.

RIPv1 Receives RIP version 1 only.

RIPv2 Receives RIP version 2 only.

RIPv1 Receives RIP version 1 and

and RIP version 2.

RIPv2

No RIP Disables receiving RIP
messages for an interface.

Authentication

Allows you to select the type of
authentication required for the selected
interface.

Yes | Indicates that a password is needed
to access the RIP configuration on
this interface. If you select this
option, you must enter the
password in the password field.

No Indicates that no password is

Set IP Interface
RIPv2 Authentication

Type =

needed.
Password Specifies the password when authentication Set IP Interface
has been enabled. RIPvZ2 Plain Text
P =
Minimum Value | 0 assword
Default Value Unspecified
Maximum 199
Value
Units String
Password Confirms the string in the password field N/A (only relevant on
Confirm when authentication has been enabled. web form)
Minimum Value | 0
Default Value Unspecified
Maximum 199
Value
Units String

Learn Sender IP
Address

Allows the router to learn the IP address of
the sender of the RIP packets received.

Yes Learns the router IP address

No Does not learn the router IP
address

Set IP Interface
RIPv2 Learn Sender IP
Address When Next Hop
Is Invalid =

Table 3: The interface RIPv2 fields and their descriptions
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4: Diagnostics

4 Diagnostics
The Service Managed Gateway supports extensive remote diagnostics, status and SLA
monitoring capabilities.

The status and diagnostics tools are provided as a series of Java applets.

4.1 Routing table

To view the routing table, from the SMG Start page, click Advanced.
In the Advanced menu, click Expert View.
In the top menu click Operations.

In the Operation menu, click Status -> current routing table.

(3 operations Current Routing Table
3 status

m active data connections
E cannection manitor

DEFAULT/Target Gateway Interface Mask Metric Status

E active talkers . 4 . 5

) . 192.168.103.0 - eth-3 255.255.255.01 down
E line histary .
= . 192.168.100.0 - eth-0 255.255.255.01 down
J connection summary
= . 10.1.0.0 - eth-2 255.255.0.0 1 up
J interface summany
= . . DEFAULT ROUTE 10.1.1.2 eth-2 1 up
J interface details
J current routing table

Figure 7: The current routing table page

4.2 Trace analyzer
The Trace Analyzer provides a web interface to event tracing allowing you to quickly
locate and analyze problems.
To view the Trace Analyzer, from the SMG Start page, click Advanced.
In the Advanced menu, click Diagnostics.

On the Diagnostics page, click Trace Analyzer. The Trace Analyzer pop-up window
appears.

How to Configure RIP on an SMG © Virtual Access Ltd.
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4: Diagnostics

d erne e ded D L]
& | http://10. 1,246,246 fqa-tran.arp hd
Llw [ lipce [lier [ leep CUSTOM EVENTS
SELECT.. |
[ pns ProxY [ apsL [ aaLs [ ] rREwaLL
There are no entries to display |
Ewvent Filter |:|
Start Trace ] [ Stop Trace ] [ Clear Trace ] [ Capture trace info.. ] ’ Custom Settings.. ] ’ Close ]
Done €D Internet  100%

To view the RIP traces check Custom Events and then click Select. The Select Events

to Trace pop-up window appears.

In the Events Available window, scroll to the bottom of the list and select RIP and click

ADD. RIP appears in the Selected Events window.

/= Select Event Classes to Trace

Events Available Selected Events

AALD

AALS

ACCESS
ACTIVATOR
ADSL

AH

ACDI

AT
AUTHEMTICATION
BACP
BAMDWIDTH_MGT
BAP

BCP

BOOTP
CALL_HISTORY
CALL_USAGE
CCP

CDP

CMGR
CONFIGURATION
COMSOLE

NHCP

RIP

Remove

Add All

Remove All

QK Cancel

I|.Ja\ra Applet Window

Figure 8: The select event classes to trace pop-up window
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4: Diagnostics

Click OK. The pop-up window automatically closes.

When you have added the event, the Trace Analyzer will capture RIP events. In the Trace
Analyzer window, click Start Trace.

4.3 Tracing using the command line

4.3.1

For information on logging on to the command line interface, read the quick guide ‘Using
the CLI to Manage an SMG’

Tracing via the command line is more flexible than using the trace analyser as you can
specify the event severity and use the all class event to trace all event classes.

Command line tracing also allows you to trace to a log file for examining events over a
protracted period of time.

If you enter no event severity, all event severities are displayed.

If you chose an event severity, all events of the chosen severity and greater are
displayed.

Command line syntax

To stop tracing, entering — (minus) followed by the event class will stop tracing for this
event class. Entering = (minus) on its own will stop all tracing.

Syntax Description

++rip Starts tracing RIP events
=rip Stops RIP tracing

++ip:520 Starts tracing RIP IP packets
-ip:520 Stops tracing RIP IP packets

Table 4: The command line tracing syntax and their descriptions
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