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1: About this document

1 About this document

1.1 Scope

This document describes:
e event classes, their codes and severity ratings;
e how to trace events using the trace analyzer; and

e how to trace events using the command line.

1.2 Readership

This document is for engineers who have previous experience configuring and managing

networks.
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2: Event tracing

2 Event tracing

The SMG comprises a number of software modules, each of which has a complex event
system. For diagnosing complex problems, you can trace internal events in real time.

Note: you can also send events, as they occur, to a syslog server or SNMP manager. For
more information, read user guides ‘Configuring Event Filters’, and Configuring a Syslog
Client’.

2.1 Event classes

All events are grouped into unique event classes with every event having an event
severity ranging from the most severe Emergency value ‘0’ to the least severe Debug

value '7’.

Severity Value | Description

Emergency 0 A severe service-affecting condition has occurred. Requires
immediate corrective action.

Alert 1 Service or status change has occurred.

Critical 2 A fault occurred, resulting in severe degradation in capability
of system or service. Urgent.

Error 3 Malfunction or failure not critical to system operation. Take
corrective action as soon as possible.

Warning 4 Potential or pending fault. Correct problem as soon as
possible before it becomes a severe, service-affecting fault.

Notice 5 Service or system notice.

Informational 6 Service or system status information.

Debug-Level Messages 7 Troubleshooting and debug messages.

Table 1: Event classes, their severity levels and descriptions

To view the available event classes, from the SMG Start page, click Advanced.
In the top menu, click Operations.

In Operations menu, click troubleshooting->events->event class codes.
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2: Event tracing
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EMERGENCY
ALERT
CRITICAL
EVENT_ERROR
EVEMNT_WARNIMNG
EVEMNT_MOTICE
EVENT_INFO
EVENT_DEBUGMSG
CONFIGURATION
SECURITY
MEMORY
PERFORMANCE
P
SPT
LARPD
LCP

46

49
50

ISDN

DHCP

SPID

FOTS

MLPPP
IPCP_STATE
PPP_STATE
CALL_USAGE
DNSP
USER_PROFILE
UPLDAD
CALL_HISTORY
AUTHENTICATION
ISDM_L1

SCRIPT
BAMNDWIDTH_MGT

69. GENERAL
70. SCHEDULER
71. SPD
72.IPSEC

73 IKE

74 SAD

75, MKMD

76. ESP
77.AH

73 IP_ROUTE
79. CMGR

§0. PDD

81. DIFFSERV
85 AALD

86. MODEM

96. ACTIVATOR

Command line:

Figure 1: The event class codes page

show event classes

CRITICAL
EVENT_EFR
EVENT T
EVENT I

Figure 2: Output from the command line show event classes
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2: Event tracing

2.2 Tracing events in real time

The Trace Analyzer provides a web interface to event tracing allowing you to quickly
locate and analyse problems.

To view the Trace Analyzer, from the SMG Start page, click Advanced.
In the Advanced menu, click Diagnostics.

a Advanced

W Certificates

B Connection Monitor
B Diagnostics

B License Keys

B Remote Diagnostics
B Set Date & Time

B Set Password

B Test CostWatch

B Expert View
B Reload

B Start Page

Customer ID: NNR Running as GLRouter

Serial Number: 00EOCS800BES3

Software
Image 1 System (Europe) 8.10.21 active next

System (Europe) 8.10.21

Gateway Web §.10.21 active next
Configuration File

Configuration File active next
Configuration File

Model Mumber GW4310A—50

[ EventLog... l[ Change Log... ][ Firewall Log... ]

Trace Analyzer...

| [ LEDPanel. |

Figure 3: The diagnostics page

On the Diagnostics page, click Trace Analyzer.

&) http://62.77.191.193 - Trace Analyzer - Microsoft Internet Explorer E] ]
Llw [ lircp [lier [leep ] cusTom events
SELECT.. |
[ ous proxy [ 1ipsec [ lspp [ rirewwaLL
There are no entries to display |
Ewent Filter
Start Trace ] ’ Stop Trace ] ’ Clear Trace ] ’ Capture trace info.. ] ’ Custormn Settings.. ] ’ Close ]

Figure 4: The trace analyzer pop up window

To display all severities within an event class, check the box beside an event class and
click Start Trace.
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2: Event tracing
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Figure 5: The trace analyzer pop-up window

To save traces to your local machine for analysis, click Capture Trace info.

Note: the trace analyzer log is of finite size and so if you trace large amounts of events,
the trace analyser will ‘wrap around’ overwriting older events. To avoid this happening,
trace using the command line interface. See section 2.2.2 ‘Tracing using the command
line interface’.

Events can be filtered by string matching so that unwanted events are not displayed. In
this instance enter an event filter. Event filters are not case sensitive. Tables 2 and 3
show examples of event filters.

Event filter Description
Tracing IP events with Event Filter ICMP Displays IP events with ICMP in the event
string.

Table 2: Event filter example1

Use the comparators & (AND), | (OR), !(NOT). to build up complex filters.

Use an underscore _ to represent a space.

Event filter Description
Tracing IP events with Event Filter: Displays IP events with :1998 and IP address
1.2.3.4&:1998 1.2.3.4 in the event

Table 3: Event filter example 2

Use the example in table 3 to see IP events using port number 1998 and IP address
1.2.3.4
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2.2.1

2.2.1.1

2.2.1.2

2: Event tracing

Tracing using the command line interface
Tracing via the command line is more flexible than using the trace analyser as you can
specify the event severity and use the all class event to trace all event classes.

Command line tracing also allows you to trace to a log file for examining events over a
protracted period of time.

Some modules support raw packet dumping. Examples of these are the serial relay
module and the IP module. You can only dump raw packets through the command line.

Command line tracing syntax

Enter ++ followed by the event class to trace, optionally followed by the desired event
severity.

If you enter no event severity, all event severities are displayed.

If you chose an event severity, all events of the chosen severity and greater are
displayed.

To stop tracing, entering = (minus) followed by the event class will stop tracing for this
event class. Entering = (minus) on its own will stop all tracing.

Table 4 shows the command line tracing syntax and their descriptions.

Syntax Description

++all 6 Traces all informational events and greater.

++ip Traces all IP events.

++ip 5 Traces all IP events of notice severity and greater.

Table 4: Command line tracing syntax and their descriptions

Command line event filters

To avoid displaying unwanted events, command line events can be filtered by string
matching, in the same way as filtering by the web interface. Event filters are not case
sensitive. The syntax is:

++<event class>:<string to match>

Syntax Description

++ip:1.2.3.4 Traces all IP events with 1.2.3.4 in the event string

Table 5: Example 1 of command line event filtering

Use the comparators & (AND), | (OR), I(NOT). to build up complex filters.

Use an underscore _ to represent a space.

Syntax Description

++ip:1.2.3.4&:1998 | Traces all IP events with 1.2.3.4 AND :1998 in the event string

Table 6: Example 2 of command line event filtering

Use the example in table 7 for filtering when you are looking for a particular port and IP
address combination.

Syntax Description

++ip:1998&ppp-1|tcp 6 Traces all IP information events and greater with 1998 AND ppp-1
OR tcp in the event string.

Table 7: Example 3 of command line event filtering
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2.2.2

2: Event tracing

Tracing IP packet data

The IP module supports dumping hex raw packet information in real time.

Syntax Description
++ipdump:<string to Starts tracing IP packets displaying normal IP event followed by hex
match> [mode] [length] packet data

Table 8: Example of syntax for dumping hex raw packet information in real time

Both mode and length are optional. Table 9 shows valid modes for an IP dump event.

Mode Description

RAW Dumps whole packet, including MAC header. This mode also dumps non-IP
packets. All other modes ignore non-IP packets.

IP (default) Dumps from the IP header.

DATA Dumps from the IP data portion onwards (skipping the 20 byte IP header)

TEXT Dumps the TCP data portion (skipping IP and TCP headers) and also prints
as text — up to 72 chars per line. Non-printable characters are shown as
(dot). \r or \r\n causes a natural line break to improve readability.

Table 9: Valid modes for IP dump event

The length field defaults to 64 bytes. To see more data, specify a longer length.

The IPDUMP generates the normal IP event associated with the packet and then the hex
data follows on the next line.

The filter string is also optional, but is recommended with IPDUMP. It uses the same
syntax as normal event filters.

Note: the string match matches against the IP event generated as part of the IPDUMP
information and not against the dumped hex packet data.

The following examples show dump syntax and their descriptions.

Syntax Description
++ipdump Dumps up to 64 bytes of data from all IP packets transmitted or
received starting from the IP header.

Table 10: Example 1 of IP packet tracing syntax

++ipdump
: enabli IPDUMF with no filter will produce a LOT of output!

1 TCF
37 40 00

oo 17
50 10 FE 1e E7 ES 00O 00O

Figure 6: Output from IP packet tracing syntax example 1 in table 23

Syntax Description

++ipdump::80 raw 1500 Dumps up to 1500 bytes of transmitted or received packets with
:80 in the IP event text, from the MAC header. Also prints non IP
packets.

Table 11: Example 2 of IP packet tracing syntax
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2: Event tracing

- ++ipduwp: : 80 raw 1500
=d event o to monitor
|00:01:14 B eth-0 TCF

4 5 ]}

a1

2E
i1

[
b

=)

Figure 7: Output from IP packet tracing syntax example 2 in table 11
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