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General Diagnostics
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\,A Status . . )
This section enables you to check on the current status of your Service Managed Gateway.

Active Data
Connections

B Active Talkers

B Top Talkers

B DHCP Info

W Call History

B ADSL Bandwidth

B ADSL Line Spectrum
W Line History

B Public Ethernet Status
B Usage Monitor

B VPN Status

Active Data Connections
Active Talkers

Top Talkers

DHCP Info

ADSL Bandwidth
ADSL Line Spectrum
Line History

Call History

Public Ethernet Status
Usage Monitor

VPN Status

Show information about currently active data calls
Wiew snapshot of current IP traffic

Wiew top download and upload data flows

Show DHCP Information

Show current data transfer rate on your ADSL line
Display spectrum graph and data about your ADSL line
Display a history log of your line connection

Display graph of recent data and voice calls

Show Public Ethernet information

Show information about bandwidth usage

Show information about configured SPD policies

Figure 1: The status menu
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Details

Interface Hame

Data Call 1
Ity A0 5L connection

Data Call 2

Data Call 3

Data Call 4

Interface Port

pep-1

Interface Address

G2.TT 01102

Call Direction

Fixed 2D 5L

Connection Type

G.DMAT £ Interleawed

State

Data Up

Channels in Uss

TE6 kbps /907 Kbps

Callad Number

Called Subaddress

Calling Humber

Calling Subaddress

Connect Time

Naw 19 2005 19:14:48

Duration 62625
Transmitted Packets | 101306
Transmitted Bytes ST
Received Packets 0359
Received Bytes SRR
Initial IF Source 10.1.1.8:0

Initial IP Destination

G2 158 .42 04:0 IChaP

Figure 2: The active data connections table

Command line: sh active connections

:55,1019

Figure 3: Output for the command line sh active con nections
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Local Address: 1011613
Remote Address: Jpp (10.1.21.42)
Interface:
Protocol:
Local Port:
Remote Port:
Tirme To Live:
. : Packets Recenedd:
(Local: ppp Bytes Recened:
Packets Sent:
Bytes Sent:

Mote: IP Flow Monitoring is not enabled on intedface eth-0, eth-1, eth-2, eth-3

| All Active Talkers j

Figure 4: The active talkers table

Show ipat all

(41

n
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n
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n

Figure 5: Output for sh ipat all
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Active Downloade
Pos Interface Protocol | Local host Remote host Total rx Rate
1 ppp-1 TCP 10.1.179.2:2195 |10.1.21.11:20 | 34 KB |92 Kb/s
Active Uploaders
FPos Interface Protocol | Local host Remote host Total tx Rate
1 ppp-1 TCP 10.1.179.2:2189 | 10.1.21.11:20 | 34 KB |91 Kb/s
2 ppp-1 TCP 10.1.179.2:2195 110.1.21.11:20 | 2 KB 4 khis

Figure 6: The top talkers page

Command line: sh ipat full above 10

Username
Passwo

GW7225A--133

(op 0 days, 17:21)

sh ipat full al
ort,Protocol, LocalHost, LocalPort , RemoteHost , RemotePort , GwPort, LocalName R

dafone.ie,
104,ppp-1,

600,10200,15, 97

10.1.220.10,40449,135.196.203.82,80,4044 ,10851

dafone.ie,

2,11530, ,620040,2010,

Figure 7: Output for the command line sh ipat full above 10
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Legend [ Calls |

s

Fri 0OF &pr Answered Data Call

I I Interface: PPP-5

Thu 08 &g Title: Remote Access Line One

Dur=tion: 4 hrs, 31 mins, 54 secs

Wied 03 Apr Conmect:  Tus 04 Apr 2000 20:38:40

Disconn: “ed 05 Apr 2000 01:10:34

Channel: ISON-BA

Man 03 &pr Calling Ho: E32535394

Source [P 10.0.0.2032

02 &pr eddy_second
Destination: 10.1.1.4:0

|I I cider_2

I [ Protocaol: ICHP

31 Mar Data In: 1,195 Kb - 25,789 Fits

1 1 D=tz Out: 4,519 Kb - 25 256 Pkts

Thu 30 Rar Cause: MNormal Clezring

[

Tue 04 Apr

01 Apr

Wed 29 Mar Il i

00 o1 02 03 04 05 06 OF 05 08 10 11 12 13 14 15 16 17 15 19 20 21 22 23

Zoom In

You can also Download call history data for analysis.

Figure 8: The call history window

Command line: sh call history

Time Dis=s

Figure 9: Output for the command line sh call histo ry
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Kilobits per Second, Transmitted, Received

Figure 10: The ADSL bandwidth page

Command line: sh stats adslbw

: adslbw

Figure 11: Output for the command line sh stats ads  lbw
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\:‘rﬁ'{ Service Managed Gateway

m Status

Active Data
Connactions

Stort Page | Stats | Advanced | Help

B Active Talkers

B Top Talkers Hits per T
B DHCP Info

W Call Histary

B ADSL Bandwlidth

W ADSL Lie Spactram

W Line Higtory

W Public Ethernet Status

W Usage Monltor

W Start Page Stalug | G OMT Upload Spaed | 212 Kbps 1]
Mode | Interlesved Dawnlosd Speed| £134 Kbps |
Attanpation 330 4B Foise Margin| 1270 dB
Clutput Poswer 1.0 dBm CISLAM D ALCE

“You can also Downlead ADSL line specsrum data for anahysis

Figure 12: The DSL spectrum analyzer page

Command line: show stats adsl

Far End

55

Figure 13: Output of the command line show statsad sl
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V[\/ Service Managed Gateway

Start Page | Status | Advanced | Help

M Status [LE I,
Fri 09 Jan

Thu 08 Jan
WWied OF Jan

Active Data
Connections

B Active Talkers

B Top Talkers

B DHCP Info

B 150N Bandwidth

W Call History

B ADSL Bandwidth

B ADSL Line Spectrum
H Line History 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23
B Public Ethernet Status Zoom In

W Usage Monitor You can also Download line history data for analysis.

M Start Page

Figure 14: The line history page
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Command line: show line history

tion Time ion Date D ot Time

40 Jan 01, : ao:46

Figure 15: Output of the command line show line his tory
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Usage Monitor - Host View

[10.1.9.4]

[10.1.9.13]

Alex-ACER3000
[10.1.9.15]

Asidua_Dev
[10.1.1.43]

GERs_LAPTOP
[10.1.9.2]

HENRYS-TECRA
[10.1.9.3]

Heaven
[10.1.1.46]

LukaszTestPC
[10.1.9.7]

MikeB Laptop
[10.1.9.5]

Office-TestPC
[10.1.9.9]

3%

0%|
5% [IEE000N
0%|
5% [IEE000N
0%|
5% [IES000N

0%|

A

0%|

3% [
0%|

3

0%|

oo

0%|

s

0%|

v

0%|

Sort by: @ Name Citxdata Orxdata

[ Custom Usage Monitor

J

Figure 16: The usage monitor — host view page




Usage Monitor - Custom View
File Transfer E:j::
oo [ TOSTGI I
0% i
7% N

MailClient Traff

MailServer Traff
3% Il
o 0% |
Michael's PC
0%|
2%
Secure Web Traff O.
2%

1. ST
Web Traffic
o2 [ESESBS

Sort by: @ Name O txdata O rx data
[ Host View ][ Configuration... l Bar Chart View %

[ Advanced Configuration. .. ]

Figure 17: The usage monitor custom view
Command line: show active usage monitor hits
" on ppp-1 from 10
on ppp-1 proto t dp £ 1 any to any port

ure Wekh Traff" on ppp-1 proto top/udp from any to any

L oedq 4
4 name "MailClient Traff™ on ppp-1 proto topfudp from any to any
. ec; 110

=] nawme "Maillerve ; on ppp-1 proto tepfudp from any to any

name ppp-1 proto oo fudp from any to any port

e Print3erver on et
1—0 fromw 10.1.

Figure 18: Output from the command line show active usage monitor hits
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\M Status
DHCP Client on public LAN interface

Active Data Client address = 10.1.9.33

Connections
Subnet k | 26528500
B Active Talkers HBNEL mas

B Top Talkers Gateway address | 10.1.1.2
B DHCP Info Server address | 10.1.1.2
M I5DN Bandwidth DMNS address  10.1.1.2
B Call History Interface = eth-1

B ADSL Bandwidth
B ADSL Line Spectrum

MAC address = 00-E0-CB-80-B8-CB

Host name | va-router

M Line History

B Public Ethernet Status Lease obtained = 09:56:52, 22 Mar 2004
B Usage Monitor Lease duration = 2 hours

B Start Page Lease remaining = 1 hour 59 minutes

Current status | Active

Release Address ] [ Renew Address

Figure 19: The public Ethernet page

2
Sh dhcp client info

Figure 20: Output from the command line sh dhcp cli ent info
k.
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VPN Connection Status

M Status

Active Apply Policy

Derek Home Apply Inactive Apply Policy
Active Data )
Connections Configured Bypass Policy
B Active Talkers Policy 1-0.0.0.0 D Configured Discard Policy
M Top Talkers Derek Home Apply
W DHCP Info _ link to LEs King - apply
W Call History Secure Channel Established

link to Annovate
B ADSL Bandwidth

M ADSL Line Spectrum JBrankin

Phase 1 ISAKMP Exchange

] ] ] ] |

M Line History Derek Home Bypass
B Public Ethernet Status link to LEs King - bypass1
W Usage Monitor Public Keys Exchanged Annovate Bypass
VPN Status Karl Home Bypass
B Start Page Agreed on Algorithms Karl Bypass (from 192 166 66 9) [I]
link to Tiscali MPLS bypass  [I]
Initiated VPN Michael Home Bypass D
Patrick 3G test bypass D
Francisco safenet bypass D
Figure 21: The VPN connection status page
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a Advanced ) : : : :
This section enables you to conduct certain tests and perform some more detailed configuration.
M Certificates Certificates View security certificates
W Connection Monitor Connection Monitor Test your connection
M Diagnostics

. Diagnostics Check up on your Senvice Managed Gateway
W License Keys License Key View information about your license keys
B Remote Diagnostics
B Set Date & Time

B Set Password

Remote Diagnostics Allow a remote engineer to service your Senvice Managed Gateway
Set Date & Time Change the Senvice Managed Gateway's internal date and time settings

B Test CostWatch Set Password Change the passwords and access rights for your Senice Managed Gateway
Test CostWatch Test your email notification service
W Expert View
M Reload . . .
Expert View Complete access to the full configuration of your Senice Managed Gateway
M Start Page Reload Restart your Service Managed Gateway to allow any changes to take effect
Figure 22: The advanced menu
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—Connect to— + || —Disconnect from— v

Connection Monitor

F1 F2 F3
IPCP HEREN
cunerap [ | [
LCP []

L]
prroe [ [
amve [ ] [

Fd

OO0 0O0Os
OO0 0O0s
OO0 0O0Os
OO0 00Os

L
N
0 O
N
0O

MODEM D Legend

H PAutive D Inactive
ADSL ] .
E Errar D Unconfigured

[ Ping remote site...

Figure 23: The connection monitor

Command line: IPCP - show state ipcp

super:> =h state ipop
Up,Up, 0, .,
Tp, Down, O, ,

Tp, Down, O, ,

Figure 24: Output for the command line IPCP —show  state ipcp
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Command line: CHAP/PAP - show state authentication

super> sh st
Tp,Up,0,,
Down, Down, O, ,

Down, Down, O,
Down, Down, O,
Down, Down, O,

Figure 25: Output for the command line CHAP/PAP —s  how state authentication

Command line: LCP - show state Icp

Figure 26: Output for the command line LCP —show s tate Icp

Command line: ATM VC - show state aal5 aal5-1

Figure 27: Output for the command line ATM VC —sho  w state aal5 aal5-1

Command line: ADSL - show state adsl

uper> show state adsl
Ip, Up, 13057560, 5. DMT - Fast (1152 Ehps,

3 Fhps),

Figure 28: Output for the command line ADSL — show state adsl

Command line: Serial - sh Oid 1.3.6.1.2.1.2.2.1.8.2 8

super> sh Cid 1.3.6.

1
Figure 29: Output for the command line Serial — sh 0id 1.3.6.1.2.1.2.2.1.8.28
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| Ping || TraceRoute | 209.85171.100

> tfrace route 209.65.171.100

Trace route 209.85.171.100...

277ms 260ms 257ms 15913415523
275ms 261ms 26.1ms 15913412769
3/7ms 396ms 397ms 8371113126
403ms 497ms 480ms 7214198157
86.7ms 1041ms 409ms 209.85252.76
1129ms 108.7ms 1095 ms 21623943192
1094 ms 1090ms 1090ms 21623943113

[ Clear Display ] [ Trace Route Log... ] ] Ping continuous

Figure 30: The ping and trace table showing trace r  oute display

U e L R =

Ping <destination ip_address>

Figure 31: Output for CLI command ping <destination ip address>

Tracert <destination ip_address>

[y B Y

5

(1 |

n]

171,100

Figure 32: Output for CLI command tracert<destinati  on_ip_address>
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a Advanced

M Certificates

B Connection Monitor
B Diagnostics

B License Keys

H Remote Diagnostics
M Set Date & Time

M Set Password

M Test CostWatch

B Expert View
M Reload

B Start Page

Customer ID: NNR Running as GLRouter

Serial Number: 00EQCE00BES3

System (Europe) 8.10.21 active next
System (Europe) 8.10.21

Gateway Web 8.10.21 active next
Configuration File

Configuration File active next
Configuration File

GW4310A—50

[ EventLog... ][ Change Log... l[ Firewall Log... l

Trace Analyzer... l [ LED Panel... ]

E # + +6

Figure 33: The diagnostics menu

) - %+ ;& &

Index Timestamp

Class _Severi Details

[ Download eventlog ...

|

ﬁj Applet WebView started

e Internet

Figure 34: The event log pop-up window




Command line: show events

onut

ed out
=

Figure 35: Output from the command line show events

#"H+ %+ 2+ #+ ! # >
#O&HH# # 2+ # "2 6 26 0
&#t & # +

# "6

E # + +6 # )

Recent configuration changes

Sper conSquration Display |last 15 changes e Dewmlead chan

Close

8] Dore B rterret

Figure 36: The change log window




Command line: show changes all

on O01-Jan-2004

arted
config configl

Figure 37: Output from the command line show change  sall
| #
2 6#2 & + : 28& # +#H#
&#2 & +6 # "6
E # + +6 1+ )
Firewall Log
Display Last2D entias  « Saarch | | Refrazh Diownigad log
Figure 38: The firewall log table
# O+ #H& 6&# # # ' 6 6

Sh firelog full 20

UDF Elock Direct

TCF
UunDFr

UnE Iirect

Feb-08
7.191
Feh-06

UnE Direct

unDE

unp Direct

Elock

Figure 39: Output for the CLI command sh firelog fu

1120




Sh firelog full 100

1434 len=4

Figure 40: Output for the CLI command sh firelog fu 1l 100

Sh firelog full 500

Figure 41: Output for the CLI command sh firelog fu I1 500
Sh firelog full all

TUDF : .15 len=40

L ppp-1

h-1
L eth-1

Figure 42: Output for the CLI command sh firelog fu Il all
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Figure 43: The LEDs panel

# ' 2 '
& -"6 ?-"6"1"  A-1

62" # $57 +6

3
"6 4 56 4 56

Figure 44: ADSL Tx and Rx statistics
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Figure 45: Output of the command line show stats ad sl

#
#o# 62'# % +6 # ' 6
' 56 #$ +6 +
Figure 46: The support menu
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$ #2
Show report tech.ini

Figure 47: The text file download dialog box

Figure 48: The output from show report tech.ini
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# $57 ' ' 2 2& ' 6 #2&# ## ' 0

$ % 6 # 6 + $/5,' +
' 2' 6 + C'2+ +- 6 "2+ + $ +
+ B & # # o+
++2 ' # ( C;, #
C)
( 0
-+ 22 + # 1B
$ #+ #
2 6 + +
2 * +
- 5P 2
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2 6 22
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2 ! $ 2
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Table 1: Event classes, their severity levels and d  escriptions

& # 62 "' # $57 +6
# ' 6 3
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Figure 49: The event class codes page

Figure 50: Output from the command line show event classes
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Figure 51: The trace analyzer window
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Table 2: Event filter examplel

* # 89%:;,<93:;=9%3! ''02
* >
4
., & #- 3 . & #3
G3 #
Table 3: Event filter example 2
* 0" , + ! ,
2
+ # " ''20 # + #
2 # #
v " & +2 2 0
2
$ & "+ -0 2 #
' # ., > & # +#H# "
1
- 7?2 & # 6 2 &
2
2 # 6 2 # # +
+6 + @< =2 & # & +2 #
- + @<' = & & +
#& # + 0 #
(2
HH ! 2" +
HH .
HH . 2 +
Table 4: Command line tracing syntax and their desc  riptions
2
+ & 6 2 +
"HAA6 # & 2 o+ #& 2 - 2
# 0 3
?27A 6%A string to match>
(2
HH 3 . & # # +
Table 5: Example 1 of command line event filtering
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* of# 89%:;,<93:;=9%3! ''02

* >

(2

HH 3 G3 , & # /3 # +

Table 6: Example 2 of command line event filtering

* # 0 )2 2 +&# +2 ,

(2

HH3 G :I ! , 2 +  &#
T El # +

Table 7: Example 3 of command line event filtering

3*
# o, " +#0 & 2
(2
HH '3) + $ +, + 2
"HFK LK +#L #0

Table 8: Example of syntax for dumping hex raw pack et information in real time

A#' +# #& 2,
1@ &# 6 +5"# # ,
#' o+,
<2 = # L #
# & < + # H#H =
-M # ", < + # =
ON ) # / # #&
<=0 00 '

Table 9: Valid modes for IP dump event

# O +#2 2 ! ' 6 2 + +#
# ,*5, + # ', & ## # # #0
0

# 2 + 6 " & # ,*5, #

$ % # +'#' # + # + 2 # ,*5,
2" + # ' #0

#2 &+0' #

( 2

HH ' ' ! 2 2"
+2 ' # | #

Table 10: Example 1 of IP packet tracing syntax
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Figure 52: Output from IP packet tracing syntax exa

mple 1 in table 23

(2

HH

"33 &

' 2
& #3 # , 062 "'#5"#

Table 11: Example 2 of IP packet tracing syntax

Figure 53: Output from IP packet tracing syntax exa

mple 2 in table 11

R0

SR




