7 VIRTUAL Service Provider Solutions
V ACCESS www.virtualaccess.com

How to Set Up a Firewall Lo
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Figure 1: The SMG start page
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@( Service Managed Gateway

a Advanced

MW Certificates

W Connection Monitor
MW Diagnostics

W License Keys

B Remote Diagnostics
B Set Date & Time

W Set Password

W Test CostWatch

This section enables you to conduct certain tests and perform some more detailed configuration. Please refer to the U

Certificates View security certificates
Connection Monitor Test your connection
Diagnostics Check up on your Service Managed Gateway
License Key View information about your license keys
Remote Diagnostics Allow a remote engineer to service your Sevice Managed Gateway
Set Date & Time
Set Password
Test CostWatch Test your email notification service

Change the Service Managed Gateway's internal date and time settings
Change the passwords and access rights for your Service Managed Gateway

W Expert View
W Reload Expert View Complete access to the full configuration of your Senice Managed Gateway
M Start Page Reload Restart your Senice Managed Gateway to allow any changes to take effect
Figure 2: The advanced view menu showing license ke ys
% ) )& 2 &
6( Service Managed Gateway
Start Page | Status | Advanced | Help
a Advanced License Details
B Certificates Support Details
mC ction Monit
ennecton Wonitor Support Unti
W Diagnostics
B License Keys Yes December 2020
B Remote Diagnostics
W Set Date & Time Feature Details
B Set Password —
§ setPassword Actve | Foature Namo | Doscriptin |
Yes Firewall Firewall logging & IP tables
W Expert View Yes Clearway Voice-over-IP support
W Reload Yes Frxmp Frame relay over TCP/IP
W Start Page No Secure Secure access only
Mo Vgmon Voice Quality Monitoring (MQS)
|  InstallLicense Key—> |
Figure 3: The license key page
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21 advanced configuration “IP Interface on -2
J flash directory listing ppp
J versian infarmation
J current hoot status
J save configuration Enabled yes @
J set hoot configuration Type numbered
3 system
3 interfaces IP Address 0 0 0
2 eth-0 (Private LAN) IP Address End 0 0 0
3 &th-1 (nane) Mask 255 255 255
[ eth-2 ([DMZ Lar)
[ ath-3 (wirsless LAN) Metric 1
53 pop-1 (ny ADSL connection) Remote IP Address 0 0 0

| ppp-2 (none)

|Z| invertory Remote Mask 255 ||255  ||285
| bootp MTU 1500
J call quality recording b‘y“[ES
= wan interface Maximum Reassembly Size 65535 | bytes
% gutumatic detection Remote Access no
j'”ip ICMP Mask Reply Enabled yes v
= rip ICMP Mask Request Enabled yes v
2 ripy ICMP Redirect Enabled yes ¥
J yan jacobson camprassion . .
= ow Monitoring Enable no ¥
J firewvall log Fi M t Enabled
(3 address translation Flow Monitoring Drop Unknown |no +
D‘:'m']‘:m"””s BOOTP enabled ho v
3 pppoe TCP Largest MSS 0
ﬁ[:' call control Treat as Wan Interface yes v
Figure 4: The IP interface on ppp-2 page
( # &
3 3% $ 3 #& # % 2
) #% % % 2 # ++ # %

&# () #




% $$ $

L #$$ S #) 3
#$$ Y% # % - OHS Y H+#
# #% '9)
#$ ) ) #$% $ % ) ' #
+ #$

$ %3$$)

8 # # #H& 1# &# #& #2
Y%  $) > S $ 1 # -2
. ' & # % # % ,-.
LR ) #t # #o# ' ( % ) # #$$ $2 % %
) ) #125% $ $) ) 45$ $2
##$ CHH 28 % - L +$2 % (%
) )& ++
@( Service Managed Gateway
Start Page | Status | Advanced | Help
@Advanced Thig section enables you to conduct certain tests and perform some maore detailed configuration. Please refer to the User Guide

before making any changes in this area
M Certificates

M Connection Monitor Certificates “view security certificates

M Diagnostics Connection Monitor Test your connection

M License Keys Diagnostics Check up on your Senice Managed Gateway
W Remote Diagnostics License Key ‘iew information about your license keys

M Set Date & Time
W Set Password
H Test CostWatch

Remote Diagnostics  Allow a remote engineer to service your Service Managed Gateway
Set Date & Time Change the Service Managed Gateway's internal date and time settings
Set Password Change the passwords and access rights for your Service Managed Gateway

W Expert View Test CostWatch Test your email notification service
M Reload
W Start Page Expert View Complete access to the full configuration of your Service Managed Gateway
Reload Restart your Service Managed Gateway to allow any changes to take effect
Figure 5: The advanced menu showing the expert view menu
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3 link protocol detection
3 1ocal clients
[ 1ocal servers
3 memocam
[ nethios
3 perfarmance
O pep
O pppoe
@ provisioning
[ scheduler
3 scripts
3 Security
J system
2 1ocal passwards
J user limits
[ access control
A firewall
J fireweall filters
J fireweall events

o LR “ Firewall Events

call histary

3 content filtering

3 dialup

[ diffsery Log Attack Events yes ¥

g Ethert”‘“ Log Attack Severity Alert v
EVENTS

03 filters Log Suspicious Events  yes v

(3 frame relay Log Suspicious Severity | Waming v

g :32;3 Log Indication Events  |yes ~

O ip Log Indication Severity |Debug-Level Messages v

g 'FVEE_ Enable Event Log yes v
e history Enable Syslog yes ¥

[ Update H Delete ] [ Standard

Figure 6: The firewall events page
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- ) # H#+ % 0% Set Firewall Log
1% % +# # ) Indication enabled
H& H#H H# # # H #
$ +
& #$ ) #
# H#H#S ) #
- . % % % ) # Firewall Log
% & #$$) # % Indication Severity
&
| # 1% # #) HES $H HE& # # Set Firewall Log to
% ' #$ EventlLog enabled
& ©#S
#$
| # & - #)  #SS S #& # # Set Firewall Log to
% #$ Syslog enabled
& #$
#3$
Table 1: The firewall event fields, descriptions an  d their command lines
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I frame relay
£ idel

(] igmp

(] in

3 1everz

7 line histary

3 1ocal clients
3 1ocal servers
D Memaoacam

“'Firewall Log

[ link protocaol deteclior

Enabled

Number of Entries
Maximum Repeat Count
Automatic Delivery
Delivery Format

[ nethos compact o
3 performance Delivery Threshold 90 |9
32
PRR TFTP ServerIP Addresso |0 |[o o
(3 pppoe
(3 provisioning Log Filters yes ¥
3 scheduler Log Firewall yes v
L3 scnpts
23 cecurity Log VPN Info yes ¥
L= system Log IP Info yes ¥
=l c
& local pzsswords Log TCP Flows yes ¥
L userimits
[ access contral Log UDP Flows yes ¥
Ejﬂrewan Log ICMP Flows yes v
| frewall filters
= Log Other Flows yes ¥
= trewan events
& firewall loc Log Incoming Flows yRs
2| frewall sevices Log Outgoing Flows nn ¥
[ ] user profiles
&2 snmp Log Flow Errors yas ¥
3 spannine trea
3 wpn [ Updalte ] Delete] [ Standard
[ w25
Figure 4: The firewall log page
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Set Firewall Log

- 4 “H# "HOH#H % % # # HHS H# )+ .
#& 4 &#  #& #2 ) Firewall enabled
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- HOH % % # H# #HS) )) Set Firewall Log IP
+ ) #& #&)%) enabled
& # + ) ) % 7
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- an % ) HH HEHH S Set Firewall Log TCP
& Y# % #$(T1# $ Flows enabled
## (% SHH %W H# #
(7T # #  #3%)
& #3$ "7 # #
# # H#S(7T # #
ST A “oH 0 O # H<T H## Set Firewall Log UDP
#)) % #$ Flows enabled
& # <7 # # )
)
# # H#E<7 # #
- g eH O 0 H# OB T # Set Firewall Log ICMP
#)) % #3% Flows enabled
& #3$ "7 #
# #OHS T #
- 8 4%’ #S# #% % ("72<7# Set Firewall Log
"7 Other Flows enabled
& #$ # ) )
# # #$ #
- #) % #)S# # # Set Firewall Log
4" #8 $ incoming Flows
enabled
& #$ #& $ # )
)
# # #S #& $ #
- 8 @ #)# #) Set Firewall Log
44" outgoing Flows
& #_#SHS # enabled
#O# HSH #) #
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# & #& 2# + & Errors enabled
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Table 2: The firewall logging fields, descriptions and their command lines
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A advanced configuraton - 4 |P Interface Firewall Log on eth-0
J flash directory listing

2| wersion information
_Z| current boot status

| save configuration Enabled yes |w
J set boot configuration Log Filters yes ¥
3 systemn "
Log Firewall v
3 interfaces g yes
2 eth-0 (LAN) Log VPN yes ¥
J imrentory Log IP yes v
.5 access contral
| bootp Log TCP Flows yes (v
2| call quality recording Log UDP Flows yes ¥
| ransmitpacing Log ICMP Flows  [yes v
J vlan interface
=1 ip Log Other Flows yes ¥
i Log Incoming Flows | yes v
ﬂ e , Log Outgoing Flows | no +
Fipy
= am Log Flow Errors yes ¥
| ram
J fireweall 04 [ Update H Delete ]

[ address translation

Figure 7: The IP interface firewall log page
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Configuration Update Result

Status Configuration committed successfully
Errors Mone
Save Changes will be lost unless saved to flash

Reboot? The system must be reloaded before all changes will come into effect

Return to previous page

Figure 8: The configuration update result page

% # % ,'"# $ # #1 %+$ ++

Save Configuration to Flash

The last flash configuration loaded was config1.
When the system is next rebooted, config1 will be loaded.

Some of your recent changes have not yet been saved to flash.

Save Committed Changes To |Config1 ~

[ Save l [ ResetForm l

Figure 9: The save configuration to flash page

% (% H S #,)+$ ++

Configuration Saved

Your configuration has been successfully saved.

The system's software image is image1 and will restart using image1
The system's flash configuration file is config1 and will restart using config1

Some of your recent changes require a reload to take effect. To reload your Service Managed Gateway n
below. You should only reload after you have completed all your configuration changes.

[ Reload Router ]

Figure 10: The configuration saved page
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/= Trace Analyzer - Windows Internet Explorer provided by Yahoo!

B

O a O O

—

There are no entries to display

Figure 11: The trace analyzer page
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r‘"-:: Select Event Classes to Trace

Events Available Selected Events ‘

FIREWALL

AALS - Add
ACCESS
ACTIVATOR

ADSL

N" -
AODI Remove
ATM —_
AUTHENTICATION
BACFP
BANDWIDTH_MGT
BAF Add All
BCP S
BOOTP

CALL_HISTORY

gngL‘USAGE Remove All
CDP -
CMGR
COMFIGURATION
COMSOLE
NHCP

|3

[«

Ok Cancel

I|Ja'~ra Applet Window

Figure 12: The select event classes to trace pop-up window
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Table 3: The command line tracing syntax and their descriptions
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a Advanced

B Certificates Customer ID: NNR Running as GLRouter
B Connection Monitor
M Diagnostics Serial Number: 00EOCS800BES3

B License Keys
B Remote Diagnostics

W Start Page Factory Config Configuration File
el Number GW4310A—50

W Set Date & Time Software ____ |Version ______________|Current _|After Reload
B Set Password System (Europe) 8.10.21 active next
W Test CostWatch System (Europs) 8.10 21
B Expert View Gateway Web §.10.21 active next
B Reload Configuration File
Mod

b
Configuration File active next
C

[ EventLog... l[ Change Log... ][ Firewall Log... ]

Trace Analyzer... ] [ LED Panel... ]

Figure 13: The diagnostics menu
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Index Timestamp ¥

10.

uper IP:-10.1_10.143 login

FIREWALL b3 - Br . ed TDEP 10,1
FIREWALL (T M IN i ren: : Di 3 b ed TDEP

[ Download eventlog ... ]

Figure 14: Captured firewall events in the eventlo g window
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Firewall Log
Display | Last 20 entries v Search || Download lag
264 Maw—-07-2009 15: H R =th-1 TCP Close Flow—-65 192 .168.200.2:29396->192.168. .4 EB, rx
265 May-07-2009 15: R eth-1 TCP Close Flow-66 192 .168.200.2:29398->192.168. 1 .2 KB, rx
266 May-07-20029 15: R eth-1 TCP Close Flow-67 192.165.200.2:29401->192.165. 1 .0 EE, rx
2a7 Maw—-07-2009 15: R =th-1 TCP Close Flow—-68 192 .168.200.2:29403->192.165. 1 .42 EB, r
268 May-07-2009 15: R eth-1 TCP Close Flow-69 192 .168.200.2:29404->192 . 168. 1 .4 KE, rx
Z69 May-07-Z0092 15: E eth-1 TCP open Flow-65 192 .165.200,.2:29420->192.165.200.1:530 [in] len=43
z70 Mavy—-07-2Z0092 15: R =th-1 TCP Close Flow-70 192 .1658.200.2:29405->192.165.200.1 rx=|
271 May-07-2009 15: R eth-1 TCP Close Flow-71 192 .168.200.2:29407->192.1658.200.1 x|
ava May-07-2009 15: E =th-1 TCP Close Flow-72 192.168.200.2:29409->192.168.200.1 rx
273 Mavy-07-20092 15: R eth-1 TCP Close Flow-73 192 .168.200.2:29411->192.165.200.1 X
274 May-07-20029 15: R eth-1 TCP Close Flow-74 192.165.200.2:294153->192.1658.200.1: .42 KEE, r
275 Maw—-07-2009 15: R =th-1 TCP Close Flow-75 192 .168.200.2:29415->192.168.200.1 X
276 May-07-2009 15: R eth-1 TCP Close Flow-77 192 .168.200.2:29418->192.1658.200.1 ¥
277 May-07-20029 15: R eth-1 TCP Open Flow-66 192 .165.200.2:29422->192.1658.200.1 45
278 Maw—-07-2009 15: R =th-1 TCP Close Flow—-65 192 .168.200.2:29420->192.168.200.1 X
279 May-07-2009 15: R eth-1 TCP Close Flow-66 192 .168.200.2:29422->192.1658.200.1 ¥
280 May-07-20029 15: R eth-1 TCP Close Flow-76 192 .165.200.2:29416->192.1658.200.1 Ex=|
z31 Mavy—-07-2Z0092 15: R =th-1 TCP Open Flow—55 192 .1658.200.2:29424->192.165.200.1 E1=]
Z8z May-07-2009 15: R eth-1 TCP Close Flow-65 192 .168.200.2:29424->192.1658.200.1 rx=|
283 May-07-2009 15: E =th-1 TCP Open Flow—-55 192.168.200.2:29426->192.168.200.1 len=45
Figure 15: The firewall log table
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Command line: Sh firelog full 20

sh firelog full 2
Block
Block
Block
Block
Block
Block
Bloc!

IIPAT
Block
Block
Block

Wins
Flow

HE R R R R R R RR R

Block

Figure 16: Output from the command line sh firelog full 20

Command line: Sh firelog full 100

UDP ! IPAT
TUDP Block
TUDP Block
Block
Block
eth-1 T I TPAT
eth-1 UDPF Block Wins
eth-1 UDF !IPAT Flow
eth-1 UDF Block Direct BC
eth-1 UDF Block Wins
eth-1 UDF Block Win
eth-1 UDF |!IPAT Flow
eth-1 UDP Block
eth-1 UDP Block
eth-1 UDP Block
eth-1 UDPF Block
eth-1 > Block

1

2
2
2
2
2
2

R e N e e e e
RN R RN

oA

[

Figure 17: Output from the command line sh firelog full 100
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Command line: Sh firelog full 500

firelog full

Block Wins
Block
Block
Block
Block
Block
Block
Block
Block
Block
Block
Block
Block
Block

.10.210

.10.210:
1

Flow
Wins

[ T T T T N L

Figure 18: Output from the command line sh firelog full 500

Command line: Sh firelog full all

firelog fnll :

ha

n

[ INS

Flow
Block Wins
Block Wins
Block Netbios

Flow

)

L Direct
Flow

T L e N Ty vy

B3R R ORI ORI ORI R R R R RN R R BRI R

-

Figure 19: Output from the command line sh firelog full all

Command line: Show firelog full
(% #8& ) %#  #$ % & ) %

lock
* Drop

Block
Block
Block
Block
Block
Block
Block
Block
Block Wins
I'TPAT Flow
Block Netbios
Block Wins
Block Wins
IIPAT Flow
Block Wins

L]
[

O
B L
JRC R e

w
N i

Figure 10: Output from the command line show firelo g full command

Command line: Show firelog
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Figure 11: Output from the command line show firelo g

L% %$$$
5# ' #$ $ #&& #
Command line: Show firelog stats
Figure 20: Output from the command line show firewa Il log stats
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Table 4: Firewall statistics and their descriptions
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